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1 INTRODUCTION 

1.1 About  

Buildings can be equipped with a lot of technologies, like fire prevention, CCTV or alarm handling. But what 
about the management of all of these technologies? The variety and possibilities ŀǊŜ ŜƴŘƭŜǎǎΦ ¢ƘŀǘΩǎ ǿƘȅ 
managing these technologies is getting more and more complex. It just takes too much time and people to 
handle every system separately. !ǊŜƴΩǘ ȅƻǳ currently working with different manufacturers for your security? 

Fortunately, the Sky-Walker Integration Platform integrates all of your technologies into one solution. From 
now on, the system operator will only have to deal with one programme that allows efficient and effective 
management whilst reducing training, maintenance, misunderstandings, interpretations and faults to a 
minimum. This is the workspace of tomorrow. 

A single graphical user interface is used to connect different intelligent control systems, such as: 

¶ Access control  

¶ Fire detection  

¶ Intruder detection  

¶ Closed-circuit television (CCTV)  

¶ Heating, Ventilation and Air-conditioning (HVAC)  

¶ Programmable Logic Control (PLC)  

¶ Lighting control  

¶ Electricity (high and low voltage)  

¶ Traffic control  

¶ Lifts and escalators 

¶ Telephone switchboards 

¶ ΧΦ 
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1.2 Total solution 

With the Sky-Walker Integration Platform as your intelligent system integration solution, the monitoring, 
operating and managing of your building is centralised and optimized. The platform connects all underlying 
technologies and systems: from access control to ventilation.  
 
And since the platform is hardware independent, you can make your own system selection or work with 
systems already present. There is no supplier lock-in. Managing your real estate or transportation 
infrastructure is now made more efficient. 
 
Your environment is easier and more efficiently controlled having the Sky-Walker Integration Platform 
software, and thus will be safer. You can also save on operational costs with this future proof investment. 

The Sky-Walker Integration Platform is an open integration platform. All intelligent systems can be connected 
to the core software via custom-made gateways (driver modules). 

Most vital advantages:  

 The cockpit of your building, campus, site...  

 Proven Return on Investment opportunities  

 {ƛƳǇƭŜ άƻŦŦ ǘƘŜ ǎƘŜƭŦέ ŘŜǇƭƻȅƳŜƴǘǎ  

 Configuration, not programming 

 Freedom of choice of technology partners 

 All communication protocols are integrable  

 Time savings 

 Complete overview at any time 

 Simplified maintenance monitoring 

 Simple & user-friendly GUI 

 Training on only one management platform 

 Multilingual offering 

 Effective reporting and audit 
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2 ARCHITECTURE 

As the system integration software can ingrate a variety of installations, certain architecture needs to be 
respected. The modular structure of the software allows simple to very complex projects.  

This leads to the following possible hardware configurations: 

¶ Standalone system 

o one standalone entity;  

o up to 4 drivers modules, with a small amount of objects;  

o max. 1 client  

¶ Client-server with one server 

o server and workstations on separate PCs;  

o up to 4 driver modules, with more objects; 

o more than 1 client 

¶ Client-server with multiple servers 

o server processes running several PCs;  

o many drivers:  

o more than 1 client 

Configurations are project specific and depend on the amount of driver modules, workstations, etc.  

 

Legend 
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2.1 Overview 

This is a possible Sky-Walker Integration Platform configuration.  

 

Figure 1: Sky-Walker Integration Platform overview 

 

Here you see a typical client-server configuration. Client-server describes the relationship between servers, 
the providers of a resource or service, and clients, the service requesters. Clients initiate communication 
sessions with servers, which await incoming requests. Often clients and servers communicate over a computer 
network on separate hardware, but both client and server may reside in the same system.  

One server generally supports numerous clients, and multiple servers can be networked together in a pool to 
handle the increased processing load as the number of clients grows. The event server, database server and 
communication server are ǘƘŜ ǇƭŀǘŦƻǊƳΩǎ ŦƛȄŜŘ ǇŀǊǘǎ ƻn the data layer. The event and database server can, in 
some cases, be installed on one hardware machine.  

¶ The database server contains data for various purposes. It functions as a storage system.  

¶ The event server manages all the types of events stored on the database server. 

¶ The communication server aids the interaction of networked systems, in this case 

communication with drivers. The number of communication servers depends on ǇǊƻƧŜŎǘΩǎ ƭƻŀŘ 

of underlying systems.  

Client devices are typically PCs with network software applications installed that request and receive 
information over the network. Mobile devices as well as desktop computers can both function as clients. The 
amount of clients is, of course, also variable.    
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2.2 Standalone configuration 

A standalone configuration is the simplest one: Database server and workstation are installed on one PC, 
together with SAB, Sky-Watcher and drivers. This configuration is used when a maximum of 1 client is required 
and only a few systems must be connected.  

 
Figure 2: Stand-alone configuration 

Here, the system (e.g. CCTV) is directly connected to our client through LAN. This client also functions as a 
server.  
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2.3 Client-server configurations 

Client/server describes the relationship between providers of a resource or service (servers) and service 
requesters (clients). Clients initiate communication sessions with servers, which await incoming requests. Often 
clients and servers communicate over a computer network on separate hardware, but both client and server 
may reside in the same system.  

 

2.3.1 Client-server configuration with single server 

Client-server with one server: Server and workstations run on separate PCs. This configuration is used when 
more than 1 client is required.  
 

 

Figure 3: Client/server config, combined event and comm. server process 
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2.3.2 Client-server configuration with multiple servers 

This configuration is used when many systems must be connected. The required processes run on multiple 
servers to ensure tasks and workloads are divided.  

 

Figure 4: Client/Server config, split event and comm. server process 

As said before, the amount of servers and clients are project specific and depend on the load of systems to be 
connected. In this particular case: 

¶ server one functions ŀǎ ŘŀǘŀōŀǎŜ ǎŜǊǾŜǊ ŀƴŘ ŀǎ Ψ/9-serverΩ όŎƻƳƳǳƴƛŎŀǘƛƻƴκŜǾŜƴǘύΤ 

¶ server ǘǿƻ ƻƴƭȅ ŦǳƴŎǘƛƻƴǎ ŀǎ ŀ ΨŎƻƳƳǳƴƛŎŀǘƛƻƴ ǎŜǊǾŜǊΩΦ  

Both have Sky-Watcher and driver modules installed.  
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3 SKY-WALKER INTEGRATION PLATFORM SOFTWARE MODULES 

Overview 
 

 

 
 

Software Architecture  

 

 

  

Product Group Product items  

Watchdog application Sky-Watcher 

Server software Database server 
Communication Event server  
Driver modules 
Hot standby server  
Web server 

Client software SAB 

Tools IP Matrix 
e-Reports 
e-Interactions 
e-Statistics 
e-Vision 
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3.1 Watchdog: Sky-Watcher 

Sky-Watcher is started on each PC within the system. Depending on the PCs function (Client or Server), Sky-
Watcher will start the correct Sky-Walker Integration Platform software. 

Once Sky-Watcher is set up, a watchdog function gets the correct functioning of all software modules done. In 
case of failure, Sky-Watcher takes the appropriate actions and will try to keep the subsystems running. 

 

 
Figure 5: Sky-Watcher 
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3.2 Server software 

The Sky-Walker Integration Platform server software takes care of the 
communication between external systems (such as fire detection, intrusion 
detection, CCTV, access control, HVAC, Lighting...) and the Sky-Walker Integration 
Platform client software. 

The server software consists of several processes, which: 

¶ run on 1 PC in a single server configuration, or  

¶ run on multiple PCs in a multiple server configuration.  

The core of the system is the central database, which contains all project data. This data can be divided into 
configuration data (floor plans, objects, all configured users, etc) and operational data (current state of objects, 
list of alarms...). The server software is started and monitored by Sky-Watcher. 

The main server processes are the communication and event server. These processes handle events, 
commands and interactions. 
 
 

3.2.1 Database server 

The core of Sky-Walker Integration Platform software is a central database, storing all project related 
information, such as:  

¶ Graphical data, e.g., floor plans, objects, alarm states, command menus, ...  

¶ User information (user ID, password, language, photo, system access rights) 

¶ System configuration (information on servers and workstations)  

¶ Alarm configuration and alarm buffers  

¶ Project information (telephone numbers...)  

¶ Event archive 

¶ Analogue data points measurementΩ archive 

¶ ...  

Every client builds the graphical screens dynamically from the central DB.  

Features:  

¶ online backup;  

¶ auto-archive;  

¶ hot-standby configuration. 

 
Supported databases:  

¶ Sybase SQL Anywhere  

¶ MS SQL 
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3.2.2 Driver modules  

A driver is a software module allowing communication between the external connected subsystem and the 
Sky-Walker Integration Platform software. It acts as translator between a hardware device and the 
applications or operating systems that use it.  

Any intelligent hardware can be integrated into the Sky-Walker Integration Platform if that system provides:  

¶ A communication port (RS232, RS485, Ethernet, Lon...)  

¶ A communication protocol: the protocol describes the system language. It may be a written document, 

an API, an SDK or standards such as Lon, BacNet, ModBus, ...  

Functionalities:  

¶ read data (update states, synchronise); 

¶ write data (control commands); 

¶ handle events. 

The amount and type(s) of driver modules depend on the project. As the Sky-Walker Integration Platform is 
built in a modular way, it can also be expanded with drivers at any time.  

Example: Store X has a fire prevention technology and an indoor camera installation available. They choose to 
efficiently integrate these technologies into one platform. Yet, one year later, they decide to install license 
plate recognition for their parking space and an outdoor camera installation from another manufacturer. Driver 
modules then allow these systems to be integrated into the already existing Sky-Walker Integration Platform.  

9ƴǘŜƭŜŎΩǎ ŘŀǘŀōŀǎŜ Ŏƻƴǘŀƛƴǎ мллΩǎ ƻŦ ŘǊƛǾŜǊǎ - both proprietary & open protocol. Is your system not in there? 
Our engineers will develop them for you. Please read our latest driver module list for more information.  

 

3.2.3 Hot standby server 

A hot standby is used as a failover mechanism to provide reliability in system configurations. This is a method 
of redundancy in which the primary (operational) and secondary (backup) systems run simultaneously. The 
data is mirrored to the secondary server so that both systems contain identical information. 
 
For each primary CE server there needs to be a secondary back-up server. This setup of redundancy manages a 
takeover by the secondary server if the primary CE server(s) fail. The άswap toolέ will be used to determine if 
and when we need to swap to the backup server and it will then do so automatically. 

 

Figure 6: Swap Tool 

The application will swap automatically if the primary server cannot be reached on the network for a certain 
amount of time. This is configurable, so the user can choose how long the tool waits before it makes the swap. 

¦ƴŎƘŜŎƪƛƴƎ Ψ!ǳǘƻ ǎǿŀǇΩ ƛƴ ǘƘŜ ǿindow above will disable the auto swap. This gives the user the possibility to 
do the swap manually, by just pǊŜǎǎƛƴƎ άsǿŀǇέΦ 
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3.2.4 CE server 

Consists of 2 parts: the communication server process and the event server process.  

 

 
Figure 7: CE server 

 

3.2.5 Web server 

The web server application is installed when access is required through the internet/intranet using a standard 
web browser. The web server application creates the graphical screens by extracting data from the central 
database server.  

Properties:  

¶ Runs on an internet information server (IIS)  

¶ Runs like a service  

¶ Generates web pages which can be called from a web browser  

¶ Web pages contain information from the central database  

¶ Reads data from the database to build pages, visualize object statuses and show alarms, ...  

¶ Writes data into the central database for sending commands to external subsystems 

 
 

 

Communication server process  Event server process 

Å is started on every server that loads drivers 

Å transfers data from the driver modules to 

the database (events or states) 

Å sends commands from the database to the 

driver modules 

Å handles events in the database 

Å updates object statuses 

Å informs the active client 

Å performs interactions with other systems  

Å archives event data 
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3.3 Client software 

The Sky-Walker Integration Platform client software is the graphical user interface (GUI) between the operator 
and the connected subsystems (such as fire detection, intrusion detection, CCTV, access control, HVAC, 
lighting....).  

System integrators use the client software to configure/engineer their projects. Complete configuration of floor 
plans, objects, navigation, users, and others is easily done when using the Sky-Walker Application Builder 
(SAB) configuration menu.  
Operators use the client software to control and visualize the connected subsystems. They can instantly 
navigate between buildings, send control commands, call alarm buffers, generate reports, add users, etc. 

This GUI is very intuitive, gives excellent overview and can be quickly loaded and configured. The GUI is very 
user-friendly and easy to handle.  

The client software is started and monitored by Sky-Watcher.  

 

3.3.1 SAB 

The SAB can be used either in configuration mode (design time) or in operation mode (run time). During design 
time, SAB allows to: 

¶ {Ŝǘ ǳǇ ǘƘŜ ǎȅǎǘŜƳ ŎƻƴŦƛƎǳǊŀǘƛƻƴ όǎŜǊǾŜǊǎΣ ŘŀǘŀōŀǎŜΣ ǿƻǊƪǎǘŀǘƛƻƴǎΣ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŘǊƛǾŜǊǎΣ Χύ  

¶ Set up the graphical interface quickly (graphical plans, objects, navigation, etc.)  
 

 
 Figure 8: SAB design time 

 
  



  

 
 

 

 

   

  

Page 16 of 40 
 

All rights reserved. Passing on and copying of this document, use and communication  
of this content not permitted without written authorization from Entelec Control Systems. 

In ΨǊǳƴ ǘƛƳŜΩ, SAB acts as a GUI for the Sky-Walker Integration Platform software. SAB provides a powerful and 
user-friendly graphical interface for the operator to communicate with connected subsystems.  

 

 Figure 9: SAB run time 

 

3.3.1.1 SAB MENU 

The SAB menu gives operation and configuration access to the following submenus:  

¶ Logging on /off  

¶ Access to all tools   

¶ User management, site management 

¶ System setup (architecture) 

¶ Alarm setup 

¶ Command window setup 

¶ Libraries 

¶ Configuration graphical screens 

¶ Command logging 

¶ History, ...  
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3.3.2 SAB design time 

When configuring the Sky-Walker Integration Platform software, SAB can be used on any PC with access to the 
central database. The central database contains all data for a specific project, thus offering an engineer many 
advantages: 

¶ Configuration by several people at the same time (minimizing configuration cycle) 

¶ Configuration offline without interfering with an active running system (via online backup of the 

active database) 

Every SAB configuration is done using wizards. They are straightforward and restrict user input to the absolute 
minimum. An engineer can easily setup every detail of the Sky-Walker Integration Platform with wizards for:
  

¶ Viewer manager  

¶ Plan manager 

¶ Real time event manager  

¶ Section manager 

¶ Systems manager  

¶ User manager 

¶ Pop-up manager  

¶ Χ  

The following chapters will tell you more about how SAB is built. For more detailed information, check the SAB 
User manual. 
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3.3.2.1 SAB VIEWERS 

Everything starts with the layout. What should come where? ¢ƘŜ D¦LΩǎ ǎŜǘǳǇ ŀƴŘ ƭŀȅƻǳǘ ŀƭƭ ŘŜǇŜƴŘ ƻƴ ǘƘŜ 
type, size and specifications of the project. It is fully customizable.  

 

Figure 10: Example SAB layout composition 

¶ Zoom viewer: Detailed plans and their objects 

¶ Horizontal viewer: Buffer  

¶ Technologies: Navigation towards the present buildings 

¶ Navigation: Selection of the floor for certain buildings 

¶ Thumbnail: floor overview 

¶ Tree view: for fast navigation 

Using this composition, you would need to select a building on the home page first. Then you start from the 
technology viewer (figure 9). Choosing an available technology from here will make corresponding floors 
appear in the navigation viewer. When you have chosen your particular floor, a thumbnail will appear in the 
Vertical toolbar, with a matching detailed plan in the zoom viewer.  
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3.3.2.2 SAB PLAN MANAGER  

The Plan Manager enables the configurator to adjust ǘƘŜ D¦LΩǎ ōŀŎƪƎǊƻǳƴŘǎ ǇŜǊ ǾƛŜǿŜǊΦ  

  

Figure 11: Plan manager 

 

3.3.2.3 SAB OBJECTS 

After the backgrounds have been configured, it is time to place your objects. Objects are a graphical 
representation of an addressable hardware point. To create navigation between plans, there are navigation 
buttons or text objects.  

 

 

Figure 12: Objects toolbox 
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3.3.2.4 SAB SYSTEM CONFIGURATION  

The system configuration wizard allows quick and easy set-up of the Sky-Walker Integration Platform software 
configuration (stand-alone, client, servers, drivers, etc).   
The system configuration wizard can be called from all clients and allows: 

¶ Server configuration  

¶ Client configuration  

¶ System configuration  

¶ Configuration of communication parameters for each connected system 

 
Server configuration 

Figure 13: Configuration Wizard 1 

 

Client configuration 

Figure 14: Configuration Wizard 2 

 

 
System configuration 

 
Figure 15: Configuration Wizard 3 

 

Configuration of communication parameters for each 
connected system, here RS232.  

 
Figure 16: System connection Wizard RS232 
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3.3.2.5 SAB USER MANAGEMENT 

Users need to log in to get access to the Sky-Walker Integration Platform software. The Ψuser managerΩ provides 
the possibility to configure software users. Each user belongs to a user group (UG). A user group determines 
access rights to the system. 

The UG wizard allows ΨUG configurationΩ in the Sky-Walker Integration Platform software. These UGs have 
impact on several layers in the system, e.g., navigation (UG ΨxΩ can navigate to a plan and UG ΨyΩ cannot), 
receiving events (UG ΨxΩ receives events and UG ΨyΩ does not), calling command menus, etc. 

 

Figure 17: SAB User group Wizard 

 

The user wizard allows users to be added to a user group. Each user is identified by: 

¶ User name 

¶ Login name (used when logging in) 

¶ Password (used when logging in) 

¶ User Group (one of the configured user group to determine access levels) 

¶ Language (depending on the chosen language, the system menu will appear in the selected 

language after logging in) 

¶ Picture 

 

 

Figure 18: SAB User wizard 
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3.3.2.6 SAB ALARM CONFIGURATION  

The SAB alarm configuration makes it possible to adjust the behaviour of alarms on objects. For each alarm on 
each object type a customisable trigger can be played, such as flashing windows, sounds or videos. After 
loading a driver module from the central database, each object type gets a standard behaviour appointed for 
when a specific alarm occurs.  

The SAB alarm configuration wizard makes it possible to adjust:  

¶ Flashes  

¶ Sounds (.wav) 

¶ Videos (.avi) 

They appear/are played when an alarm is generated on a device specified by the configurator. 

 

Figure 19: SAB Alarm configuration 
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3.3.2.7 REAL TIME EVENTS MANAGER 

Here you can configure your events lists / buffers. What do you want to see and how do you want to see it?  

 
Figure 20: Real time events manager  

 

Example of a real-time event list:  

 

Figure 21: Alarm list 
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3.3.3 SAB run time  

SAB provides a powerful and user-friendly graphical user interface (GUI) between the operator and the 
connected subsystems. A GUI represents the information and actions available to a user through graphical 
icons and visual indicators such as secondary notation, as opposed to text-based interfaces, typed command 
labels or text navigation. The actions are performed through direct manipulation of the graphical elements. 

Tasks of the software: 

¶ Visualization of alarm and statuses 

¶ Control: send and receive commands (e.g. masking a detector, ...)  

¶ Management/handling of alarms and events  

¶ Interactions (e.g., intrusion alarm starts recording of video images, ...)  

 

3.3.3.1 NAVIGATION 

Start navigating by selecting a building on the home page first. Then you start from the technology viewer 
(figure 9). Choosing an available technology from here will make corresponding floors appear in the navigation 
viewer. When you have chosen your particular floor, a thumbnail will appear in the thumbnail viewer, with a 
matching detailed plan in the plan viewer.  

 
Figure 22: Navigation 
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3.3.3.2 RECEIVING ALARMS 

An incoming alarm can cause 

¶ A flashing pop-up window 

¶ A sound signal 

¶ A video alert 

¶ Interactions 

¶ Procedures to be displayed 

The object in alarm as well as the navigation objects change colour depending on the status of the alarm. 

 

Figure 23: Receiving alarms 
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3.3.3.3 SENDING COMMANDS 

Clicking on an object calls up a command menu. The command menu is different for each object type and is 
defined by the connected system. 

 
Figure 24: Sending commands 

 

3.3.3.4 CALLING BUFFERS 

Preconfigured alarm buttons can be placed on the screen to call real-time alarm buffers.  

 

 
Figure 25: Calling buffers 
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3.3.3.5 TYPES OF GRAPHICAL SCREENS 

Architecture plans, technical screens and lists can be distinguished when building a GUI. 

Architecture plan: 

 

Figure 26: GUI ς Architecture plan 

 

Technical plan 

 

Figure 26: GUI ς Technical plan  
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Lists:  

 

On the next few pages you will find some examples of different graphical screens.  
  


























