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1 INTRODUCTION

1.1 About

Buildings can be equipped with a lot of technologies, like fire prevention, CCTV or alarm handling. But what
about the management of allof these technologie® The varietyand possibilitess NS Sy Rf Sdao ¢ K|
managing these technologies is getting more and more complex. It just takes too much tinpeapie to

handle every systerseparately! NB y Ccirrerl@vearkng with different manufacturergor your security?

Fortunately, theSkyWalker Integration Platform integrates all of your technologies into one solutidfrom

now on, the system operator will only have to deal with one programme that allows efficient and effective
management whilst reducing training, madémance, mignderstandings, interpretationsaand faults to a
minimum. This ishe workspace of tomorrow

A single graphical user interface is used to connect different intelligent control sy stantsas:

Access control

Fire detection

Intruder detection

Closedcircuit television (CCTV)
Heating, Ventilation and Atonditioning(HVAC)
Programmable Logic Control (PLC)
Lighting control

Electricity (high and low voltage)
Traffic control

Lifts and escalators

Telephone switchboards

X o

=A =4 =4 -4 -4 -4 -4 -4 A -—a _—a -
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1.2 Total solution

With the SkyWalker Integration Platform as yountelligent system integration solution the monitoring,
operating and managing of your building is centralised and optimized. The platform connects all underlying
technologies and systems: from access contwoléntilation.

And since the platform is hardware independent, you can make your own system selection or work with
systems already presentThere isno supplier lockin. Managing your real estate or transportation
infrastructure is now made more efficien

Your environment is easier and more efficiently controlled having theV&idker Integration Platform
software,and thus will be safer. You can also save on operational costs with this future proof investment.

The SkyWalkerIntegration Platformis an open integration platform. All intelligent systems can be connected
to the core software via custofmade gateways (driver modules

Most vital advantages

The cockpit ofyour building, campus, site...

Proven Rettn on Investment opportunities

{AYLX S a2FF G(GKS akKStFé¢ RSLI 22YSyida
Cafiguration, not programming

Freedom of choice of technology partners

Allcommunication protocols are integrable

Time savings

Complete overview at any time

Simplified maintenance monitoring

Simple & usefriendly GUI

Trainingon only one management platform

Multilingual offering
Effective reporting and audit

RN

SRR R R R RN

Security & safety management

All rights reserved. Passing on and copying of this document, use and communication Page4 of 40
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2 ARCHITECTURE

As the system integration software can ingrate a variety of installatioegain architecture needs to be
respected.The modular structure of the software allows simple to very complex projects.

This leads to the following possibdtardwareconfigurations

1 Standhlone system
0 onestandalone entity
0 up to 4driversmodules, with a small amount of objects
0o max. 1client

1 Clientserver with one server
o server and workstations on separate PCs
0 up to 4 driver modules, with more objects;
o more than 1 client

1 Clientserver with multiple servers
0 server processes running several PCs
0 many drivers:
o more than1l client

Configuratiors are project specific and depend on the amount of driver modules, workstations, etc.

-
D
«Q
D
=)
o

SkyWatcher

SAB

Database server

Communicatiorserver

Communicatioreventserver

Driver modules

DO@HN® O
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2.1 Overview

This is a possible Skyalker Integration Platform configuration.

WEE CLIENT

CLIENT

CLIENT

CLENT

DRIVER MODULES

>
U
Q

@

0
P
61

[ APPUICATION LAYER ] [ DATA LAYER ] [ COMMUNICATION LAYER ]

Figurel: SkyWalkerIntegration Platformoverview

Here you see a typicalientserver configuration. Clierderver describeshe relationship between servers,

the providers of a resource or servigeand clients, theservice requesters Clients initiate communication
sessions with servers, which await incoming requests. Often clients and servers communicate over a computer
network on separate hardware, but botlient and server may reside in the same system.

One server generally supports numerous clients, and multiple servers can be networked together in a pool to
handle the increased processing load as the number of clients grbivesevent server, databasesewver and
communicationserver arei K S LJ | { F 2 NJX¥igha dat AafebSTReevedit andi databdse servaran, in

some cases, be installed on one hardware machine.

Thedatabase servecontains data fowariouspurposes. It functions as a storage system

Theevent servemmanages all the types of events stored on the database server.

Thecommunication serverids the interaction of networked systems, in this case

communication with driversThe number ofcommunication serverdepends onJNBE 2 SO Qa f 2
of underlying systems

Client devices are typically PCs with network software applications installed that request and receive
information over the network. Mobile devices as well as desktop computers can both function as dlieats.
amount of clients is, of coursalso variable.

All rights reserved. Passing on and copying of this document, use and communication Page6 of 40
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2.2 Standalone configuration

A standalone configuration is the simplest origatabaseserver and workstatiorare installed on one PC
together with SAB, SKWatcher and driversThis configuratiotis used whena maximum ofL client is required

and only a few systems must be connected.

STANDALONE

@
5
S

LAN

Figure2: Standalone configuration

Here, the system (e.g. CCTVJ}liiectly connected to our client through LANhisclient also functionsas a
server.

Page7 of 40
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2.3 Clientserver configurations

Client/server describes the relationship between providers of a resource or sefseceerd and service
requesters €lients. Clients initiate communication sessions with seryaisich await incoming request®ften

clients and servers communicate over a computer network on separate hardware, but both client and server
may reside in the same system.

2.3.1Clientserver configuration with single server

Clientserver with one serve Server and workstations ruan sparate PCs. This configuration is used when
more than 1 client is required.

CLIENT

CLIENT

0BOI®

Figure3: Client/server config, combined event and comm. server process

All rights reserved. Passing on and copying of this document, use and communication PageS of 40
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2.3.2Clientserver configuration with multiple servers

This configration is used whemany systems must be connectetihe requiredprocesses run on multiple
serversto ensuretasksandworkloadsare divided

CLIENT

Q
@

CLIENT

QT

CLIENT

CLIENT

S |
@

C0®

Figure4: Client/Server config, split event and comm. server process

As said beforethe amount of servers and clients are project specific and depend on the load of sytstdras
connected. In this particular case:

1 serveronefunctions & RIGF ol asS sSWIHSND2 YRdzf ROIWER2Yy Kk SOSY (0T
I I

1 serverig?2 2yfteée FdzyOliArzya a YwO2YYdzyAOF GA2Yy &SNIBSN
Both have Skyvatcher and driver modules installed.
All rights reserved. Passing on and copying of this document, use and communication Page9 Of 40
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3.1 Watchdog SkyWatcher

SkyWatcher is started on each PC within the system. Depending on the PCs function (Client or Server), Sky
Watcher will start the correct SKalkerIntegration Platformsoftware

Once Skywatcher is set up, a watchdog function gets the correct functiowihgll software modules done. In
case of failure, SKWatcher takes the appropriate actions and will try to keep the subsystems running

Action Edit View —0Ox

[ f k| e Process restarted on 19/11/2009 14:43:13
® SkyWatcher - :

lifechecks

19/11/2009 14:43:17 - COMMUNICATION_THREAD LIFECHECK_OK
e o et

— 19/11/2009 1 6 - EVENT_THREAD LIFECHECK_OK
=
R 3 S i T 0
G @ Command 143:13 - Settings --> First Lifecheck Timeout : 00:02:00
= —_— 143:13 - Settings --> Lifecheck Timeout : 00:02:00
programs 143:13 - pCEServer.exe not found

Figure5: SkyWatcher

All rights reserved. Passing on and copying of this document, use and communication Pagell of 40
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3.2 Server software

The SkyWValker Integration Platform server software takes care of the
communication between external systems (such as fire detection, intrusi
detection, CCTV, access control, HVAC, Lighting...) and tA&cBkgr Integration
Platformclient software

The server software consisté several proceses, which
1 runon1PCin a single server configuratimn
1 runon multiple PCs iamultiple server configuration.

The core of thesystem is thecentral database which contains alproject data. Thisdata can be divided into
configuration data (flooplans, objects, all configured useed¢) and operational data (current state of objects,
list of alarms...)The server software is started and monitored by-Bkgtcher.

The main server processes areetlecommunication and event server. These processebandle events,
commands and interactions.

3.2.1 Databaseserver

The core of SkWalker Integration Platformsoftware is a central databasestoring all project related
information, such as

1 Graphical data, e.g., floor plans, objects, alarm states, commandisnen

User information (user ID, password, language, photo, system access rights)
System configuration (information on servers and workstations)

Alarm configuration and alarm buffers

Project information (telephone numbers...)

Eventarchive

Analoguedata points measuremeg@archive

=A =4 =4 -4 -4 -4 -4

Everyclient builds the graphical screens dynamically from the central DB.

Features:

1  online backup;
1  auto-archive
1  hot-standby configuration

Supported databases:
1  Sybase SQL Anywhere
T MSSQL

All rights reserved. Passing on and copying of this document, use and communication Pagelz Of 40
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3.2.2Driver modules

A driver is a software modulallowing communication between the external connected subsystem and the
SkyWalker Integration Platform software It acts as translator between a hardware device and the
applications or operating systems that use it.

Any intdligent hardware can be integrated into the SRfalkerIntegration Platformf that system provides

T A communication port (RS232, RS485, Ethernet, Lon...)
1 A communication protocol: the protocol describes the system language. It may be a written document,
an API, an SDK or standards such as Lon, BacNet, ModBus, ...

Functionalities:
1 read data (update states, synchronise)
1 write data (control commands)
1 handle events

The amount and type(s) of driver modules depend on the projastthe SkyWalker Integration Platform is
built in a modular way, it can also be expanded with drivers at any time.

Example Store X has a fire prevention technology and an andmmera installation available. They choose to
efficiently integrate these technologies into one platform. Yet, one year later, they decide to install license
plate recognition for their parking space and an outdoor camera installation from another atocgr. Driver
modules then allow these systems to be integrated into the already existintVakger Integration Platform.

9y iGStSO0Qa RIFGFOIF &S -Gothprdpridtafyd& open pr@dgcollydur NN @& MAhere?
Our engineers willlevelopthem for you.Please read ouatest driver moduldist for more information.

3.2.3Hot standby server

A hot standby is used as a failover mechanism to provide reliability in system configuratis$s anethod
of redundancyin which the primary(operational) and secondanpdckup) systems run simultaneously. The
data is mirrored to the secondary serveo that both systems contain identical information.

For each primary CE server there needs to Be@ndarbackup server.Thissetup of redun@éncymanage a

takeover by the secondary serviéithe primary CBerve(s)fail. Thedswap took will be used to determine if
and when we need to swap to the backup servand it will then do so automatically.

5 Active/Standby g@

Running Standy Swap
CES 192.168.1.1 T | s () fuoswap | Generats Basicfie |
Cs1 O 1oz 5050051 S coor | [ Autoswap
Cs2 NESHECHNSOONN SENCECO SN  svop | (] 4uoswan
Cs3 NSEHECIE0NN ISEEEReo S| oo | ] cuos

Figure6: SwapTool

The application will swaputomaticallyif the primary server cannot be reached on the network fareatain
amount oftime. This is configurableo the user can choose how long the tool waits before it makes the swap.

''YOKSOlAyYy3a W! duidéw abogd wilifisableythe duto SwagThis giveshe user the possibility to
do theswap manuallyby just NS & ask i E¢ &

All rights reserved. Passing on and copying of this document, use and communication Pagel3 Of 40
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3.2.4CE server
Consists of 2 parts: hcommunication server proceasd the event server process

Communication server process Event server process

Ais started on evergerver that loads drivers = Ahandles events in the database
Atransfers data from the driver modules to ~ Aupdates object statuses

the database (events or states) Ainforms the active client
Asends commands from the database to the A performs interactions with other systems
driver modules Aarchives event data

Action Edit View =

Event qeue:
® CE Server Handle Sky-Watcher : 17629700
= : Init Engine Started
»E) @ Event 19/11/09 14:43:13: Licenses: Standalone HASP

= Communication:

EJ @ Command

mode

[Nl @ Normal mode

* | Start Process
Exit

tings
- Settings --> First Lifecheck Timeout : 00:02:00
- Settings --> Lifecheck Timeout : 00:02:00

Figure7: CE server

3.2.5Web server

The web server application is installed whaetess is required through the internet/intranatsing a standard
web browser. The web server application creates the graphical screens by extracting data from the central
database server

Properties:

Runs on an internet information server (I1S)

Runs like a service

Generatesveb pages whickan be alled from a web browser

Webpages contain information from the central database

Reads data from the database to build pages, visualize object statuses and show alarms,
Writes data into the central database for sending commands to external subsystem

= =4 =4 -4 -8 -a
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3.3 Client software

The SkywalkerIntegration Platformclient softwareisthe graphical user interfac€GUIl)between the operator
and the connected subsystems (such as fire detection, intrusion detection, CCTV, access control, HVAC,
lighting....).

Sysem integrators use the client software to configure/engineer their projects. Complete configuration of floor
plans, objects, navigation, users, and othésseasily done when usintpe SkyWalker Application Builder
(SAB)Xonfiguration menu.

Operators use the client software to control and visualize the connected subsystems. They can instantly
navigate between buildings, send control commands, call alarm bufferserate reports, add users, etc.

This GUI is very intuitive, gives excellentrei@v and can be quickly loaded and configured. The GUI is very
userfriendly and easy to handle

The client software is started and monitored by Sk gtcher.

3.3.1SAB

The SAB can be used either in configuration m@tsign time)r in operation moddrun time). During design
time, SAB allowso:

9 {Si dzLJ 6KS &d2dadSy O2yFTAIdzNI GA2y 0aSNBSNBZI RIG
1 Setup thegraphical interfaceuickly(graphical plans, objects, navigation, etc.)

e Clyﬁerm . .

ire - Technical

© Flashes X 3
‘Q::} Flashes
0 LOOPS IONES
C]
s : (Hzow2
FLASHZ  [FIXED FLASH PRIORITY 400-500 (PLRPLE) =
[FI¥ED FLASH PRIORITY 200-300 (YELLOW) = | “
FLASH 4 [FIXED FLASH PRIORITY S0-100 (GREEN) = | “
FLASHS  [FIXED FLASH PRIORITY 300-400 (BLUE) =l J _
Hideallflashes _
2 ECS_FIRE_Technical @[ %
u SYSTEM INTEGRATION SOLUTIONS Infegration Platform

Figure8: SABdesign time
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InWNXzy , SAR attS & a GUI for the-Bkgikerintegration Platformsoftware. SAB provides a powerful and
userfriendly graphical interfacéor the operatorto communicate withconnected subsystems

Entelec Control Systems

Entrance s
) e 02
g
% >
N | [ sequence .'-
Q 7 SeqUENCE (e abiect ackesses)
=) ‘ Sequence Viewer : Viewer00
Sequence Interval : 1§unn
!~ N [ 1:192‘165.0;35;50
T
AN —
— H Save
= J

Sky-Walker

Integration Plafform

Figure9: SAB run time

3.3.1.1 SAB MENU

The SAB mmuu gives operatiomnd configuration access to the following submenus:
Logging a /off

Access to all tools

User management, site management
System setup (architecture)

Alarm setup

Command windoveetup

Libraries

Configuration graphical screens
Command logging

History, ...

=A =4 =4 -4 -4 -4 A A -—a -

FBle Wew Edt Toos  Actons  Hebp

22 KT

I
%
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3.3.2SABdesigntime

When configuring the SKyalkerintegration Platfornmsoftware, SAB can be used on any PC with access to the
central database. The central database contains all data for a sppmifiect, thus offering an engineer many
advantages

1 Configuration by several people at the same time (minimizing configuragicie)c
1 Configuration offline without interfering with an active running system (via orliexekup of the
active database)

Every SAB configuration is done using wizards. They are straightforward and restrict user input to the absolute
minimum. An engineer caeasily setup every detail of thekyWalkerIntegration Platformwith wizardsfor:

Viewer manager

Plan manager

Real time event manager
Section manager

Systems manager
User manager
Popup manager
X

== =4 =4 =
= =4 =4 =4

The following chapterwill tell you more aboutiow SAB is built-For more detailed informatiorgheckthe SAB
User manual
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3.3.21 SAB VIEWERS

Everything starts with the layout. What should come wheteR' S D! L Qa &aSiddzLd ' yR | &2d
type, size and specifications of tpeoject. It is fully cutomizable.

Zoom viewer 1300 x 750 Technologies
viewer 380 x 415

Navigation
viewer 380 x 415

Horizontal viewer Tree view
980 x 300 320 x 300 =

Tumbnail
viewer 380 x 219

Figure10: ExampleSABlayout composition

Zoomviewer: Detailed plans and their objects
Horizontal viewer Buffer

TechnologiesNavigation towards th@resent building
Navigation:Selection of the floofor certainbuildings
Thumbnailfloor overview

Tree view: for fast navigation

= =4 —a —a —a -9

Using this composition, yowould need to select a building on the home pafijst. Then youstart from the

technology viewer(figure 9) Choosingan available technologfrom here will mak corresponding floors
appear in the navigation viewewWhen you have chosen your particuldwor, a thumbnailwill appearin the

Vertical toolbarwith a matching detailed plan in the zoom viewer
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3.3.2.2 SABPLAN MANAGER

The Plan Managemablesthe configurator to adjusti KS D! L Qa ol O1 INRdzy R4 LISNJ @A S¢

© Plan Manager @
{5} Plan Manager

HOME
Select a plan: Plan Info Related Pages
& Plans i

[ Navigatie Viewer: Vtoolba

& Techniek Plan Name: HOME O

[#- Plannen

2 Htoolbar Display Name: HOME
HOME Background: O Browse (® Existing
B1_CCTV )

& Vtoolbar Background Name: IV_EG_HOME vl O
Section: ‘Too!bock gebouw (fictief) vl O
INFO

Zoom [[Istartup Page
Home Page Set Userlevels
Background Picture Preview: & Save To File

Figurell: Plan manager

3.3.2.3 SAB OBJECTS

After the backgrounds have been configured, it is time to place your obj&dbjects are a ghical
representationof an addressald hardware point. To create navigation between plangréhare navigation
buttons or text objects.

Standard | pa jon | StatusDriver

EErFn _ NMTe =N

Figurel2: Objects bolbox
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3.3.24 SAB SYSTEM CONFIGURAN

The system configuration wizard allows quick and easyipaif the SkywWalkerIntegration Platformsoftware
configuration (stanehlone, client, servers, driverstc).
The system configuratiowizard can be cldd from all clients and allows:

Server cofiguration
Client configuration
System configuration

T
1
T
1 Configuration of communication parameteie each connected system

Server configuration Client configuration
© System Manager X © System Manager 3]
%;'23 Server Configuration P Q,E} Client Configuration all
D% 1 R ~
- | selecta server: e . | select a Cient: [TClentinfo L
43? M— ;5}) -
e —— WS BART
@[P Address 192 . 168 0 . 66 2 Current IP Addr. @IP Address 192 . 168 0 . 186 2 Current IP Addr.
O Computer Name | GetComputediamer ‘ B (ESetComputeniame)
Servers Type: ICATIE X +EVEl Sine, Section: [Foolbook gebou (Aetef) 7
Section: Toolbook gebouw (fictef) v/ {Aoo {fictef
Clients ) Clients Clen Setings
Server Settings
Connected Systems: ’Ag_frgcmmusxon A @ Add System
i Q:ésco @ Delete System UBL
BARCO VIEWER @ Corfiguresysten
ELOGBOOK
LON_ROOKKLEPTUNNEL
NOTIFIER
PHOENIX
PM300
PROCOS
SGE_DRIVER
SMS
SNMP
SONYCAM_25
SYNTEGRODRIVER
TREND b4
Figurel3: Configuration Wizard 1 Figurel4: Configuration Wizard 2
Configuration of communication parameters for eac
Systenconfiguration connected system, here RS232.
© System Manager 3
iﬁ System Configuration e
D3 '

e — @ System Connection Config

e S ‘

Driver : [axis ¥
systems | || Barco viewer -
ControlWare Bescrfon:: [pois

Divar

ECS_sSpeech Section : [Blok A v

eLogbook _—— " R
severs ||| Intrusion Local Driver Marme:

Lon_RookklepTunnel
Notifier

Clients ||| Phoenix Connection: | Comport Ev |

plannenmatrix
00

Procos
v ||| sms Cam Mr | 1 |

S Baudrate 19600 |
v Dratahits 8

Zigbee |

Parity n

Stopbits |1 |

Figurel5: Configuration Wizard 3

ITS Connection

MOMNE D510 BN CH1 COEON CH2

Cancel

Figurel6: System connection Wizard RS232
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3.3.25 SAB USER MANAGEMENT

Users need to log irotget access to the Siyalkerintegration Platformsoftware TheWser manage@provides
the possibility to configure software users. Each user belongs to a user group (UG). A user group determines
access rights to the system

The UG wizard allowd®dG configuratiofin the SkyWalker Integration Platform software These UGs have
impact on several layers in the system, e.g., navigation W@n navigate to a plan and UgKcannot),
receiving events (UG Xeceives events and UgKrloes not), calling command menus, etc

®© User Manager

\z::} Usergroup Manager
BT

Select a user group:

[ ADMINISTRATORS

‘ Users | || OPERATORS
UGR_ADJUSTEDRIGHTS

[Name [Usergroup Rights [Logon Navigation] Alarm Routing]

Usergroup name : }ADMMSTRATORS

User

groups Configurator rights

Figurel7: SAB User group Wizard

The user wizard allows users to be added to a user group. Each user is identified by

Username

Login namdused when logging in)

Passwordqused when logging in)

User Grougone of the configurediser group to determin@access levels)

Language (depending on the chosen language, the system menu will appear in the selected
language after logging in)

1 Picture

= =4 =4 —-a -a

Figurel8: SAB User wizard
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‘i,f;} Users
. An
D) s
|| Selectauser: [“Usermfo | Logon/Logoff Commands | Logonflogoff Behaviour |
Users ;gaﬂ(;ﬂ_ Login Name : An
t::::;z Password :
feer Usergroup : irgrpreratiors :’
groups
Full Name : }
Language : 1EL|(ch el
[¥] Confirmation . o a
Progress Bar
Picture : Search...
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3.3.2.6 SAB ALARM CONFIGURAY

The SAB alarm configuration makes it possibladust the behaviour of alarms on objects. For each alarm on
each objecttype a customisable trigger can be played, sucHlashing windows, sounds or videosfter
loading a driver modulérom the central database, each objetpe gets a standard behasir appointed for
when a specific alarm occurs.

The SAB alarm configuration wizard makes it possible to adjust:
1 Hashes
1 Sounds(.wav)
1 Videos (.avi)

They appedare playedwhen an alarm is generated on a device specified by the configurator.

®© Alarm Configuration Wizard

Q,:} Alarm Configuration Notifier ID3000.Auxilary output 01 (M).FIRE
- Auxilary output 01 (M) M| Flashes 1WAV files- I
#5YSTEM RESET INIT O N0 FLASH | Play WAV file Test
ADDRESS Selected WAV file :
ALARM FROM BACKUP %)DULE @ FLASH 1 FNOTI_POLICE
AU MODULE ACTIVATED: SET [ arie— - :
[ AV files ]
AUX MODULE DE-ACTIVATED: CLE! CRASR (17 it 0 Test
DEFAULT O Selected AVI file :
DEVICE DISABLED :
3 7 FLASH4 || :
i . | |
En o
FLASH 5 ‘
DUPLICATE ADDRESS 1© || OMone Oupdate  @append |
RUPLICATE ADDRESS 2 rIcon————— Refresh Buffer—— Priority Settings——
ENABLE ENTIRE ZONE n
FIRE

| ‘.“
MODULE LOAD SHORT CIRCUIT Reiresh |

MODULE POWER SUPPLY FAULT
OPTIPLEX SENSOR SETUP FAULT — =

REMOTE INITIATED TEST ZONE n View Configuration
SENSOR FAULT OR MODULE OPEN
START TEST, ZONEn

SYSTEM RESET
TECHNICAL ALARM
TEDMTNATE TFCT M)
] | @
Figure19: SAB Alarm configuration
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3.3.2.7 REAL TIME EVENTS MMER

Here youcan configure your events listbuffers. What do you want to see and how do you want to see it?

© Real-time Events Manager

x|
{é} Real-time Events Manager s
Archives
Select a real-time events list
Info Filter
Arc S
Brand —— [Brchiv Test
ECS All Alarms Description: EETE
Userdefined Query buffer Caption: IArchivas
Yisible item: Options rLayout Order
[T Time ¥ Colored Output [V Top Buttons I j'
¥ Section Description = Mavigation [V Bottom Buttons [T Ascending
J= Technique Description [ Available in Main Menu [ Resizeable ¥ Descending
¥ System Description [T Filter On Section Color
¥ Object Description 7 Filter On Object
[© Data [# Enable Filter
¥ Obiject Address
¥ status
[=Cotumn widths| Set Userleyels
Figure20: Real time events manager
Example of aeaktime event list
LA\ AR
Time Centrale Address Description Status Data
15/02/2010 15:16:55  DBclient 192.168.53.1 NEW CLIENT WS OFF LINE TIMEOUT
15/02/2010 15:16:55  DBclient 192.168.54.1 WS_KRIS WS OFF LINE TIMEOUT
15/02/2010 15:16:55  DBclient 192.168.05 INBELPC WS OFF LINE TIMEOUT
15/02/20108:39.04 ECS_SNMP 192.168.0.3 FileServer 2 WorkstationUnkown FileServer 2
15/02/20108:39.04 ECS_SNMP 192.168.0.121 Camera IPCameraUnkown Camera
15/02/2010 8:33:.04 ECS_SNMP 192.168.0.22 ITS box ITSBoxUnkown ITS box
1502/20108:39.04 ECS_SNMP 192.168.0.30 Switch SwitchUnknown Switch
[ R | - | > I >

Figure21: Alarm list
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3.3.3SABrun time

SAB provides a powerful and udeendly graphicaluser interface (GUI) between the operator and the
connected subsystem#\ GUI represents thanformation and actions available to a user through graphical
icons and visual indicators such as secondary notation, as opposed ibased interfaces, typed command
labels or text navigation. The actions are performed through direct manipulati thegraphical elements.

Tasks of the software:

§ Visualization of alarm and statuses

1 Control:send and receive commanés.g.masking a detector, ...)

1 Management/handling of alarms and events

1 Interactions (e.g., intrusion alarm starts recording of video insage)

3.3.3.1 NAVIGATION

Start navigating byedecting a building on the home paggrst. Then youstart from the technology viewer
(figure 9) Choosingan available technologiyom here will makecorresponding floors appear in the navigation
viewer. When youhave chosen your particuldioor, a thumbnailwill appearin the thumbnail viewer with a
matching detailed plan in thplanviewer.

’\ENTELEC
c e o 7::.4«::«-'.‘ = Teekutelen
(]
(]
v
— & @ a
{H a
) a
“ ® : :
Bl
B
LA L a
e Ew o AR
I Reon 0 b bt
w3 004 L0E o

N i

[SSNNANNNNNY NS

ry T >
Figure22: Navigation
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3.3.3.2 RECEIVING ALARMS

An incoming alarm can cause

A flashing popup window
A sound signal

A video alert

Interactions

Procedurego be displayed

= =4 =4 -4 -a

The object in alarm as well as the navigation objects change colour depending on the status of the alarm

QENTELEQ

J— [ a
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i q ™
| Bl
® o — N
a
S —Tr8 | e a
! a
AM
fre . Evemen
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" wi g
0 mos e
"o Tl )
"o Camen
nwwoxn TS
noTOIU S, mwor Ttz
[ - I D I
Figure23: Receiving alarms
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3.3.3.3 SENDING COMMAMND

Clicking on an object calls up a command menu. The command menu is different for each object type and is
defined by the connected system

Entelec Control Systems
Total view

Status Request

Status Request Loop

Update Description

[as=ss)
o
[as=na) ]
pooo :
n%]n
Jl [
@
[
@

y.
Q ENTELEC Sky-Walker

..............

SYSTEM INTEGRATION SOLLTIONS Integration Platforrm

3.3.3.4 CALLING BUFFERS

Preconfigured alarm buttons can be placauthe screen to call regime alarm buffers

Buffers | o A T ArS e Pregtormms |l Fauts

Figure25: Calling luffers
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3.3.3.5 TYPES OF GRAPHICZREENS
Architecture plans, technical screens and lists can be distinguished when building a GUI

Architecture plan

Toren 06 deel 1

Elo || 7
: ! ! i i : HATO[e [0
B O|@e|®
Ce|e| e
D ® (8|0
— e E | ®| 6| e
| ese1 o | C— = Elele O
o T | T |:|[] Hii®e| e e
@ LPG1 Brandkl. B % H® | ®| ©
& weerstaTion ™ ; 5o Torendeel 1 [
HVAC
Il | I |
:

0026

Figure 26 GUI¢ Architecture plan

Technical plan

Luchtgroep 1 deell

Extactorogister = s Naw: [

staws: £ Status deblet: & B -

_— Alam : s Hoog mm[
B o R

Status : Alarm : \_“51!"531 N l \lﬂﬂwm‘

2 Status : g Status : g
Aarm : B Aarm : G Status deblet: £
Nochisposing | o)
| Status : g
Figure26: GUI¢ Technical plan
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Lists:

On the next few pages you will find some examples of different graphical screens.
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